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Preface

The following conventions have been used in this document:

[HELVETICA FONT]

Used to indicate keys to be pressed. For example, press
[RETURN].

Couri er Font

Used to indicate entries to be typed at the keyboard, operating
system commands, titles of windows and dialog boxes, file and
directory names, and screen text. For example, execute the
following command:

tar xvf /dev/rm/3mm

Italics

Used for emphasis.
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1. Writing Programs Using the COE Tools

11 Overview

This document provides an introduction to the capabilities of the Defense Information
Infrastructure (DI11) Common Operating Environment (COE) Version 3.2.0.0 tools for the Solaris
2.5.1 Operating System. These tools consist of a set of runtime tools and a set of developer's
tools.

This document has been designed to help developers start using the DIl COE tools. This
document explains the basic use of the tools, regardless of whether they are run from a menu or
from the command line. The document consists of the following sections and appendices:

Section/Appendix Page

Application Development Overview 5
Provides an overview of how to develop an application using DIl COE Application Programmer
Interfaces (APIS).

Printer Overview 7
Describes the COE Printer API, which provides a simple, platform-independent method for COE
applicationsto print text and graphics data.

Segment Development 11
Discusses the different types of segments and the process of segment creation.

Sample Segment L ayout 45
Describes how to install the TstSeg sample segment, which can be used to test segment
installation and execution.

Verifying Segment Syntax and L oading a Segment onto Tape 47
Provides examples of how to convert a segment to the DIl COE Integration and Runtime
Soecification segment format, verify segment syntax, temporarily install a segment, and load a
segment onto an installation tape.

Installing Optional Common Desktop Environment Products 51
Describes how to load optional Common Desktop Environment (CDE) products.

Security Manager Configuration File 53
Provides information about setting default values and range restrictions when creating accounts
and groupsin Security Manager.
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12 Referenced Documents
The following documents are referenced in this programmer’ s manual:

C DIl COE I&RTS:Rev 3.0, Defense Information Infrastructure (DI11) Common Operating
Environment (COE) Integration and Runtime Specification Version 3.0, July 1997

C DI1.3200.S0I1251.RG-1, Defense Information Infrastructure (DI11) Common Operating
Environment (COE) Version 3.2.0.0 Application Programmer Interface (API) Reference
Guide (Solaris 2.5.1), July 25, 1997.
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2. Application Development Overview

Developers may require access to public APIsto ensure an application complies with the

DIl COE Integration and Runtime Specification. To use the public APIs, developers must
compile and link the application with the libraries and header files provided in the Developer’s
Toolkit.

NOTE: Remember that your DI | _DEV directory and Motif i ncl ude files and libraries may
reside in adifferent location than in the example compile statements.

Public APIs are documented in the DIl COE API Reference Guide (Solaris 2.5.1).

21 Writing Your Application with the DII COE APIs

To access the DIl COE tools through the provided APIs, you must include the following header
in your application:

#i ncl ude <DI | Tool s. h>

The standard location for the Developer's Toolkit header is:

DIl _DEV/i ncl ude

The following is an example of using the COEAskUser tool, which is used to display a
guestion and two possible responses to the user. After the user chooses a response, the response
is returned.

#i ncl ude <stdi o. h>
#i ncl ude <DI | Tool s. h>

/******************************/

/* COEAskUser _exanpl e */

/******************************/

int main(int argc, char *argv[])

{

char bl lab[] = "MY_YES";

char b2 _lab[] = "MY_NO';

char message[]="This is ny test Message";
i nt ret _val;

/* Call DII/COE Library Function */
ret _val = COEAskUser, message, bl_lab, b2_Ilab);

exit(ret_val);
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2.2 Building Your Application with the DIl COE APIs

To build your application with DII COE APIs, you must link your application with the
| i bCOETool s. a, 1 i bCOE. a, and i bPrintd ient libraries, which are on the DII COE
Developer's Toolkit tape.

The standard location for the Developer's Toolkit librariesis:

DIl _DEV/Iibs

The actual compile and link statement for an application that uses DII COE APIs should resemble
the following (substitute your location for the DI | _DEV directory and Motif librariesand i ncl ude
files):

cc -Aa -0 COEAskUser _exanpl e COEAskUser _exanple.c -1/h/ DI _DEV/incl ude
-1/usr/include/Motifl.2 -1/usr/include/ X11R5 -L/h/DI'l _DEV/Iibs -l COETool s

-1 COE -L/usr/lib/X11R5 -L/usr/lib/Mtifl.2 -1 Xm-IXt -IX11

where COEAskUser _exanpl e isthe name of the program being compiled.

2.3 Running Your Application

The DIl COE provides the foundation and infrastructure in which one or more applications run.
To operate under the COE, applications must be formatted properly as segments. The segment is
the basic building block of the COE runtime environment. A segment is a collection of one or
more Computer Software Configuration Items (CSCI s) that are managed most conveniently as a
unit. Segments generally are defined to keep related CSCl s together so functionality easily may be
included or excluded. All applications must be put in the DIl COE runtime environment segment
format to be installed onto a DIl COE-compliant machine. Reference Section 4, Segment
Development, for more information about segment development.

Once an application has been put in the proper segment format, the segment can be installed in a
disciplined way through instructions contained in files provided with each segment. These files are
called segment descriptor files and are contained in a special subdirectory, SegbDescri p, whichis
called the segment descriptor subdirectory. Installation tools process the segment descriptor files
to create a carefully controlled approach to adding or deleting segmentsto or from the system.

Once installed, your application can be invoked in the DIl COE environment in two ways:

(2) running your application from a command shell window or (2) invoking your application from
an icon. The easiest way to test your application isto invoke it in acommand shell window. This
gives you easy access to your application for debugging purposes and allows you to check any
diagnostic information your application is generating. Section 4.4, Customizing Your Segment,
describes how to set up your application to be invoked as a menu item or as an icon.

3. Printer Overview

3.1 COE Print Service

6 September 26, 1997
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The DIl COE Printer API provides a simple, platform-independent method for DIl COE
applications to print text and graphics data. The API currently consists of 12 C language functions
and 3 executable programs.

The COE print service is based on a client-server architecture. Each printer is managed by asingle
workstation that acts as the server for all print requests for that printer. The print server handles
access controls, queue management, and error notification.

Every COE workstation runs a"printer agent,” which facilitates communication between client
applications and the print server. All printer API functions and executable programs use this
printer agent.

3.2 Accessing PrintersUsing DII COE API

The DIl COE Printer API consists of the following 12 C language low-level and high-level
functions.

NOTE: Low-level and high-level functions should not be used within the same application.

Low-level Functions

C int close_printer(char **file_nane, FILE **file_pointer);
int get_printer_descriptions(char **c_printer_description);
int get_printer_name(char **c_printer_name);

int get_printer_type(char **c_printer_type);

O O O 0

int open_printer(char *xcp_security_level
int xi_line_|l ength,

i nt xi_Page_Ieng;h,

int xi_line_spacing,

i nt xi_indent,

char **xcp_fil e_nane,

FI LE **xfp);

i nt page_break(FILE **xfp);
int wite_printer(char **c_string, FILE *fp);

C int wite_printer_array(char **c_string, FILE *fp);

September 26, 1997 7
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High-level Functions

VDirectPrintFile(char *filename, int prt_rec)
VDirect Print Msg(**nmsg_array, int nlines)

VPrintFile(char *fil enane)

O O O 0

VPrint Msg(char **nsg_array, int nlines)

Thecl ose_printer functionis used to conclude a print job and send the data to the printer. If
cl ose_printer isnot caled, the print job will not print.

Theget _printer_descriptions,get_printer_nanme, and get _printer_type functions alow
an application to retrieve the name, the type, and a description of the current default printer. All
three functions return a string value via the pointer that was passed as an argument to the
function. The printer name and description are simple text fields. The printer typeis"ASCII",
"HPCL", or "PostScript".

Theopen_pri nt er function is used to send text datato a printer. It establishes a print context,
including the security level, line length, page length, line spacing, and indentation for the print job.
It returns afile pointer through its last argument. Thisfile pointer is used for all subsequent
actions on this print job.

The page_br eak function is used to indicate that the lines of text that follow should begin at the
top of the next page.

Thewite_printer and write_printer_arrayfunctionsare used to send the actual text data
to apreviously opened printer context.

ThevbDirect PrintFileandVPrintFile functions are used to print text datafrom afile on
disk. The vDi rect Pri nt Msg and VPr i nt Msg functions are used to print text datafrom an array of
strings in memory. All four functions generate a security banner at the top and bottom of each
output page. On completion, these functions return the internal number of the selected printer or
they return - 1 if the user canceled the job or if an error occurred.

TheVvprint Fi | e and VPri nt Msg functions provide the user withaPri nt Chooser window,
which alows the user to select the destination printer. The VDi r ect Pri nt Msg function bypasses
thePrint Chooser window and prints directly to the COE default printer. The

VDi r ect Pri nt Fi | e function bypassesthe Pri nt Chooser window and prints directly to the
specified printer. The printer number is specified as a return value from a previous VPr i nt XXX or
VDi rect Pri nt XXX function call or as - 1 for the COE default printer.
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The DIl COE Printer API also consists of six executable programs. The first three executable
programs provide the same functionality as the C functions of the same name.

C EM.get_current_printer_name
EM get _current_printer_type
EM get _current _printer_desc

C
C
C COEPrt Banner
C COePrtinstallDriver
C

COEPr t RenpveDri ver

Sample printer programs for the first three executable programs are shown below.

Sample Printer Programs

#i ncl ude <stdio. h>
#i ncl ude <Printer/PrintAPI.h>

/* Number of lines in text nessage */
#define TEXT _LINES 6

static char *PrintMessage[ TEXT_LI NES] =

{
"Test nmessage, line 1",
"Test nmessage, line 2",
"Test nmessage, l|line 3",
"Test nmessage, |line 4",
"Test nmessage, |line 5",
NULL

b

int main(int argc, char *argv[])
if (VPrintMsg(PrintMessage, TEXT_LINES) == -1)

fprintf(stderr, "Printer error.\n");

September 26, 1997



DI1.3200.501251.P1.PM-1

#i ncl ude <stdi o. h>
#i ncl ude <Printer/PrintAPI.h>
int main(int argc, char *argv[])

int printer_num

/*_Prlnt a local text file using the systemdefault printer */
printer_num= VDirectPrintFile("textfilel", -1);
| f (pr|nter num == -1)
¢ fprintf(stderr, "Printer error.\n");
exit(1);
}
[* Print the s sten1ho ts fi I using a user-selected printer */
printer_num= VPrintFile("/e /hosts");
|f{(pr|nter_nu == -1)
fprintf(stderr, "Printer error.\n");
exit(2);
}
if (printer_num!= -1)
/* Print another text file to the printer that the user just
_selected *
pr|nter_nun1— VDirectPrintFile("textfile2", printer_num;
{(prlnter num == -1)
fpri ntf(stderr "Printer error.\n");
) exit(3);
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4. Segment Development

The following section discusses the different types of segments and the process of segment
creation. Refer to Section 5.0, Runtime Environment, of the DIl COE Integration and Runtime
Specification for a more detailed explanation of segments.

4.1 Segment Layouts

In the DIl COE approach, each segment is assigned a unique, self-contained subdirectory.

DIl COE compliance mandates specific subdirectories and files underneath a segment directory.
These subdirectories and files are shown in Figure 1. Six segment types exist: Account Group,
COTS (Commercia Off-the-Shelf), Data, Database, Software, and Patch. The precise
subdirectories and files required depend on the segment type. For example, aScri pt s
subdirectory is required for an Account Group segment. The Scri pt s subdirectory normally
contains scriptssuch as. cshrc, . xsessi on, and . | ogi n. These scripts serve as atemplate for
establishing a basic runtime environment. For software segments, the Scri pt s subdirectory
contains environmental extension files. Some of the subdirectories shown in Figure 1 are required
only for segment submission and are not delivered to an operational site.

h

Seg

SegDescrip Scripts data bin | || *man| [*includeg| [| *lib| |*Integ

linstall 1DBS_f||es 2grc |nth0teS
| | | | V SOutput
Icons| [Menus| |keytab| | fonts| |app-defaults| | Help TestSuite
* Required for segmentswith published APIs
* Required for segment submission
1 For Database segmentsonly
2

Recommended location for source code during development,
Required location for source code delivered to DISA.

Figure 1. Segment Directory Structure
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The following runtime subdirectories normally are required, depending on the segment type:

(1) segbescri p, which isthe directory containing segment descriptor files; (2) scri pt s, whichis
the directory containing script files; (3) bi n, which isthe directory containing executable
programs for the segment; and (4) dat a, which is the subdirectory containing static data items,
such as menu items, that are unique to the segment, but that will be the same for all users on al
workstations.

The segDescr i p directory isrequired for every segment because it contains the installation
instructions for the segment. A segment cannot modify files or resources outside its assigned
directory. Files outside a segment'’s directory are called community files. COE tools coordinate
modification of all community files at installation time, while APIs for the segments that own the
data are used at runtime. Refer to Section 5.5, Segment Descriptors, of the DIl COE Integration
and Runtime Specification for a detailed explanation of SegDescr i p files.

4.2 Running the COE Tools From the Command Line

The COE tools were constructed to aid developers in the creation and ultimate installation of
DIl COE segments. All tools can be run from the command line, and some can be run from other
code using published APIs.

This section provides a brief overview of running the COE tools from the command line. When
run from the command line, the tools are designed to run interactively and accept one or more
command line parameters.

Thetools are used to communicate with the outside world in two ways. First, the tools use the
exit function to set the UNIX st at us environment variable. The st at us return valueisset to 0
for normal tool completion or to - 1 if an error occurs. A st at us return value greater than 0
indicates a completion code that is tool specific.

Second, the tools use st di n and st dout and thus support input and output redirection.
Redirecting st di n alows the tools to receive input from afile or from another program, while
redirecting st dout alows the tools to provide output to other programs.

NOTE: Redirecting st di n isnot aways convenient. The - R command line parameter alows a
tool to read input from aresponse file instead of from st di n.

For example, the COEPrompt tool displays a message and allows the user to type aresponse. The
user's response, then, iswritten to st dout . The following statement shows how this tool can be
used to ask the user to enter the name of afile:

COEPronmpt "Enter Filename" | MyProg

Or, the following statement can be used to write the resultsto afile:
COEPronpt "Enter Filename" > /tnp/tenpfile

12 September 26, 1997



DI1.3200.501251.P1.PM-1

421 COE Runtime Tools

This section lists the COE tools that are available at runtime. These executables are delivered to
the operationa site and are located underneath the h/ COE/ bi n directory.

4211 COEAskUser

USAGE

COEAskUser [flags] “<msg>"

Where “<msg>" isthe prompt to display to the user.
USABLE FLAGS

-h, -H Display this help message.

- AC Display buttons labeled as Accept and Cancel .

-B bl b2 Display buttons labeled asb1 and b2.

-C <file> Read command line arguments from the named <f i | e>.

-TF Display buttons labeled as Tr ue and Fal se.

-V Display the tool’ s version number.

- YN Display buttons labeled as Yes and No. Thisis the defaullt if no
button option is named.

Thistool isintended for usein the Post I nst al | script to display a message to the user and to
have the user click onaYes or No button. The parameters allow the calling routine to specify the
labels to be used for the Yes or No buttons. The st at us environment variable is set to 0 if the user
clicked on the equivalent of the No button, or to 1 if the user clicked on the equivalent of the Yes
button. The st at us environment variableis set to - 1 if an error occurred (for example, the
requested message could not be displayed).

September 26, 1997 13
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4.2.1.2 COEFindSeg

USAGE
COEFi ndSeg [ fl ags]

USABLE FLAGS

-h, -H Display this help message.

-Cfile Read command line arguments from the named <f i | e>.

-d <dirname> Use <di r nane> as the name of the directory where the segment is
assumed to be located.

-n <segnane> Use <segname> as the name of the segment to locate as specified in
the segment’ s SegNane descriptor.

p <path> Use <pat h> asthe absolute path to the segment.
-V Display the tool’ s version number.

Thistool returns information about a requested segment. The tool accepts as input the name of
the directory where the segment is expected to be located, the segment name, and the segment
prefix. If the directory is omitted or the expected directory is not present, the tool searches for the
segment in the legal directory locations for segments.

Thetool returns the absolute path of the directory where the segment was found, the segment
name found, and the segment type, including the segment attribute if applicable. The tool returns
the following information if it is successful

<directory> : <segnanme> : <prefix> : <type> [:attrib]

where <di r ect or y> is the absolute path name where the segment was found, <segname> isthe
name of the segment as indicated in the segment’s SegNane file, <pr ef i x> iSthe segment prefix
asindicated in the segment’s SegNane file, t ype is the segment type (trandated to all uppercase),
and[attrib] isthe attribute, if any, found in the segment’s SegNane descriptor.

14 September 26, 1997



DI1.3200.501251.P1.PM-1

4213 COElInstaller

USAGE
COEInstal l er [flags]

USABLE FLAGS

-h, -H Display this help message.

-C <file> Read command line arguments from the named <f i | e>.
-d Set the debug flag.

-S Runin installation server mode.

v Show verbose messages while the tool runs.

-V Display the tool’ s version number.

"W Suppress all warnings.

Thistool displays alist of configuration definitions or segments that may be installed from tape or

disk (for example, a network segment server). The st at us environment variable is set to o if all
requested segments were installed correctly or to - 1 if any segment requested was not installed.

By default, thistool does not write any output to st dout . Thistool writes information to a status
log that indicates installation progress, which segments have been installed, and other information
that might be useful to the site administrator.

September 26, 1997
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4.21.4 COEInstError

SAGE
CCEl nstError [flags] “<errnsg>"
Where” <err nsg>" isastring to display.
USABLE FLAGS

-h, -H Display this help message.

-V Display the tool’ s version number.

Thistool isintended to be used by aPrel nstal I, Post | nst al |, Or DEI NSTALL script to display
an error message to the user. A message is displayed in awindow and the user must click on an
OK button to continue. This tool always returns a non-zero value.

16 September 26, 1997
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4215 COEMsy

USAGE

COEMsg [flags] “<nmeBg>"

Where“ <nmsg>" isthe string to display.
USABLE FLAGS

-h, -H Display this help message.

-V Display the tool’ s version number.

Thistool isintended to be used by aPrel nstal |, Post I nstal |, Or DElI NSTALL Script to
display an informational message to the user. A message is displayed in a window and the user
must click on an ok button to continue. The st at us environment variable isset to - 1 if an error
occurs (for example, awindow could not be displayed) or to 0 if the message displays correctly.

September 26, 1997 17
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4216 COEPrompt

USAGE

CCEPrompt [flags] “<nsg>"
Where“ <nmsg>" isthe string to display.
USABLE FLAGS

-h, -H Display this help message.

-C <wi dt h> Use <wi dt h> as the maximum number of characters the user can
typein the response (the default is 40 characters).

-V Display the tool’ s version number.

Thistool isintended to be used by aPrel nstal | and Post I nst al | script to display an
informational message to the user. The user must enter a response to the message. The calling
routine may indicate the maximum number of charactersin the user’s typed response. The default,
if not specified, is 40 characters. A prompt is displayed in awindow, and the user must respond to
the prompt and then click on the ok button to continue. The st at us environment variable is set to
- 1 if an error occurs (for example, awindow could not be displayed) or to o if the prompt
displays correctly. The user’ s response is written as a character string to st dout inthe form

n .
string

where n is the number of charactersin the string that follows. If n is0, the user entered a null
response and no string follows.

18 September 26, 1997
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4.2.1.7 COEPromptPasswd

USAGE
COEPr ompt Passwd [ fl ags] “<nsg>"

Where“ <nmsg>" isthe string to display.
USABLE FLAGS

-h, -H Display this help message.

-C <wi dt h> Use <wi dt h> as the maximum number of characters the user can
type as a password (the default is 40 characters).

-n Do not display the verify prompt.

-V Display the tool’ s version number.

Thistool isintended to be used inaPrel nst al | and Post I nstal | script to prompt a user to
enter a password. The routine displays a window in which the user may enter a password. The
user’ s response is not echoed in the window. A password prompt is displayed in a window, and
the user must respond to the enter a password and verify the password. The user must then click
on the oK button to continue. The st at us environment variable is set to - 1 if an error occurs (for
example, awindow could not be displayed) or to o if the prompt displays correctly.

By default, the tool will prompt for the password and then prompt the user to enter the password
again for confirmation. A flag may be passed to the tool to indicate that a confirmation prompt is
not desired. The default maximum password length that a user can enter is 40 characters, while
the minimum is 6 characters. The calling routine may indicate the minimum and maximum number
of charactersin the user’s typed response.

When confirmation is requested, the tool prompts the user for a matching confirmation up to
three times before returning a failure. If after three attempts the confirmation does not match, the
tool returns an error code and the calling routine must determine what action to take.

September 26, 1997 19
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4.2.1.8 COEUpdateHome

SAGE .
CCEUpdat eHone [fl ags] <scri ptnane> <envvar >

Where <scri pt name> isthe filename, including the subdirectory, where the script file exists
relative to the home directory, and <envvar > is the environment variable to update.

USABLE FLAGS

-h, -H Display this help message.

-V Display the tool’ s version number.

Thistool isintended to be invoked from within a segment’s Post | nst al | script. Its purposeisto
update the home environment variable within a script file to point to where a segment was
actually installed. This tool searches the named script file for the first place that the environment
variable is defined through either set or set env and replaces the definition with the absolute
pathname for where the segment was loaded.

For example, assume the COElnstaller tool loads My Seg underneath / home4/ My Seg and the script
file. cshrc. MySEGcontains the following:

set env MYS_HOVE / h/ MySeg

Then the statement
COEUpdat eHomre Scri pts/cshrc. MYSEG MYS_HOVE

changes the statement to read
set env MYS_HOVE / home4/ My Seg

The st at us environment variable is set to 0 if the tool is successful, to - 1 if the file specified is
not found, or to 1 if the file is found but the environment variable specified is not found.

422 COE Developer's Tools

This section lists the COE tools that are available during development but that are not delivered to
operational sites. By default, these executables are located underneath the DI 1 _DEV directory and
are distributed as part of the Developer’s Toolkit. These tools are not location sensitive and may
be moved to any directory desired for development. For example, if the toolkit istarred to / h, the
path would be/ h/ DI | _DEV.

All of the tools in this section are executed from a command line. None of these tools have a GUI
interface.
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42.2.1 CalcSpace

USAGE .

Cal cSpace [flags] <segdir>

Where <segdi r > isthe home directory of the segment.
USABLE FLAGS

-h, -H Display this help message.

-p <path> Use <pat h> as the absolute path to the segment.

-V Show verbose messages while the tool runs and cause the tool to
print the space requirements for each top-level directory.

-V Display the tool’ s version number.

"W Suppress all warnings.

Thistool computes the amount of space (in K bytes) that a segment is using. The segment should
not be compressed in any way. The calculated value is written in the Har dwar e descriptor.
Warnings will be issued for directories that are found but not expected (for example, i ncl ude,
src) or if expected directories are missing (for example, bi n for a software segment). The total
space calculated will be printed to st dout . The reserve space portion of the Har dwar e descriptor
is not affected nor are any specified partitions. The st at us environment variable is set to 0 upon
completion or to - 1 if the segdi r specified does not exist or does not appear to be a segment.

NOTE
<pat h> length and <segdi r > length must be <= 256.

NOTE
If no path is specified, / h will be used.
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4.2.2.2 Canlnstall

USAGE :

Canlnstall [flags] <segdir>

Where <segdi r > isthe home directory of the segment.
USABLE FLAGS

h, -H Display this help message.

p <path> Use <pat h> as the absolute path to the segment.
v Show verbose messages while the tool runs.
-V Display the tool’ s version number.
"W Suppress all warnings.

Thistool tests a segment to seeif it can be installed. It performs the same tests that the
COElIngtaller tool performs at installation time. To be installable, all required segments already
must be on the disk. In addition, the disk must not contain any conflicting segments. The st at us
environment variable is set to 0 if the segment can be installed or to - 1 if the segment cannot be
installed. An error message is printed to indicate why a segment cannot be installed.

NOTE
If no path is specified, / h will be used.
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4.2.2.3 ConfigDef

USAGE
Confi gDef {[general

flags] [specific flags]}
USABLE FLAGS
h, - H: Display this help message.

- Print segment names, segment directories asthey are processed. If

they are available.
p <path> Use <pat h> asthe absolute path to the segment.

-V Show verbose messages while the tool runs.

-V Display the tool’ s version number.

-w Suppress al warnings.

-a <file> Use <f i | e> asthe name of distribution file to append.

-0 <file>: Use <f i | e> asthe name of distribution file.

-nb bundle [:file]: Use [:file]: tocreateabundle definition or reference.

-nc nane [:file]: Use[:file]: tocreateaconfiguration definition or reference.

-ns <segdir>:"seg"[:ver] Creste a segment reference.

OR <segdir>[::ver]:

-r <‘text”> Use <t ext " > to specify quoted release note text for abundle or
configuration.

-rf o <file> Use <f i | e> to specify a release note file for a bundle or
configuration.

-s <segdir>:"seg"[:ver] Create a segment reference within abundle or configuration.

OR <segdir>[::ver]

-vl:

Validate the distribution definition.

-Vr <version>:

Use <ver si on> to specify aversion for abundle or configuration.

Thistool is used to create a configuration definition from alist of segments. Components of a
configuration definition (e.g., bundles, configurations, folders) may participate in more than one

configuration definition.

Segments will normally reside in a segment repository such as SDMS. Thus, this tool provides an
interface that allows segments to be checked out of the repository. The interface is the same as

that provided by Makel nstall.

NOTE

If no path is specified, / h will be used.

September 26, 1997




DI1.3200.501251.P1.PM-1

4224 ConvertSeg

USAGE :
ConvertSeg [flags] <segdir> ...
Where <segdi r > isthe home directory of the segment to be converted.

USABLE FLAGS

h, -H Display this help message.
-p <path> Use <pat h> to establish a path for subsequent file names.
v Show verbose messages while the tool runs.
-V Display the tool’ s version number.
"W Suppress all warnings.

This tool examines segment descriptors and converts them to the latest format. To the extent
possible, obsolete usage is identified and corrected as part of this process. The original segment
descriptor directory is not modified, but it is renamed to be SegDescri p. ori g. The converted
segment descriptors created by the tool are placed in a newly created SegDescr i p directory (for
example, after the original SegbDescri p ismoved to SegDescri p. ori g). To avoid inadvertently
overwriting a segment descriptor directory, a prompt isissued if the directory SegDescri p. ori g
already exists. ConvertSeg should be run asther oot user, although it is not mandatory. This tool
requires the user to have write permission to the segment against which the tool was executed.

NOTE
The - p flag and <segdi r > can be specified more than once on the command line.

NOTE
If no path is specified, / h will be used.
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4.2.25 MakeAttribs

USAGE
MakeAttribs [flags] <segnane>

USABLE FLAGS

h, -H Display this help message.

p path Use <pat h> to establish a path for subsequent file names.
v Show verbose messages while the tool runs.
-V Display the tool’ s version number.
"W Suppress all warnings.

Thistool creates the descriptor fileFi | eAttri bs. It traverses every subdirectory beneath the
segment’ s home directory and creates a file with lines in the following format:

<permts> : <owner> : <group> : <filenane>

At installation time, the installation tools perform the following statements for each entry:

chrmod pernmits $I NSTALL_DI R/ fil ename
chown owner $INSTALL_DI R/ fil enane
chgrp group $INSTALL_DIR/ fil ename

For security reasons, MakeAttribs does not include any file owned by r oot or any file for which
permits is greater than 777. A warning is printed for each filename that isrejected. A warning is
also printed for each “suspicious’ permission such as 777 for afile, execute permissons onfilesin
adat a subdirectory, and so forth. Thistool must be run asther oot user because it modifies files

the user may not own.

NOTE
If no path is specified, / h will be used.
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4.2.2.6 Makelngtall

USAGE
Makel nstal |l [flags] <segnane>
Where <segnane> isalist of one or more segments to process.

USABLE FLAGS

-h, -H Display this help message.

-C <file> Read command line arguments from the named <f i | e>.

-Cd <exe> <pat h> Use <exe> as the name of the executable that will check the segment
descriptor out of the repository and place it in the temporary location
indicated by absolute path name <pat h>. The location of the executable
is determined by the most recent occurrence of the - p flag.

-Co <exe> <path> Use <exe> as the name of the executable that will check the segment out

of the repository and place it in the temporary location indicated by the
absolute path name <pat h>. The location of the executable is determined

by the most recent occurrence of the - p flag.

-d on | off Specify whether to delete (- d on) or not to delete (- d of f) segments
checked out of the repository when Makel nstall is completed.

-di <definitions> Use <def i ni ti ons>asalist of one or more distribution definition files
as created by ConfigDef. The location of the distribution is determined by
the most recent occurrence of the - p flag. These distributionsare not in a
repository. All of the segmentsthat comprise the distribution must be
located by the - p flag or through the directory list in the $SEG DI RS path
environment variable or else an error will be generated.

-dio <definitions> Use<def i ni ti ons>asalist of one or more distribution definition files
as created by ConfigDef. The definitions are to be checked out of the
repository by the program provided by the - Co and - Cd flags. The
segments that comprise the distribution also must be included (via- s,
-so0,- S, or - So) or an error will be generated.

-Di <files> Use<fi | es>asalist of one or morefiles that contain alist of
distribution definitions to write to the output medium. The location of the

fileis determined by the most recent occurrence of the - p flag, while the
distribution definitions are located by the $SEG DI RS environment
variable or by - p flagsin thelist file. These distributions are not ina
repository. All of the segmentsthat comprise the distribution must be
located by the - p flag or through the directory list in the $SEG DI RS
path environment variable or else an error will be generated.

-Dio <files> Use<fil es>asalist of one or morefilesthat contain alist of
distribution definitions to write to the output medium. The list of
distribution definitions are to be checked out of the repository specified
by the - Co and - Cd flags. All of the segmentsthat comprise the variant
also must beincluded (via- s, - so, - S, or - So) or an error will be
generated.

-f Echo segment names as they are processed (default is OFF).

-0 <file> Use the disk as the output medium instead of tape. The <f i | e> created is
int ar format and hasthefilenamefile. tar.
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ot <files>

Use<fil es>asalist of one or more segment files created by
Makel nstall with the - o flag. Thisflag writes files to the output medium
inaformat suitable for installation by the COEIngtaller tool.

-p <path> Use <pat h> to establish a path to segments, variants, and so forth.

-R <file> Use<fi | e> to respond to questions from the tool.

-S <segs> Use<segs> asaligt of one or more segmentsto write to the output
medium. The location of the segmentsis determined by most recent
occurrence of the - p flag. These segments are not in arepository.

-S0 <segs> Use<segs> asisalist of one or more segmentsto write to the output
medium. The segments are to be checked out of the repository by the
program provided by the - Co and - Cd flags.

-S <files>

Use<fil es>asaligt of one or morefilesthat contain alist of segments
to write to the output medium. The location of thefilesis determined by

the most recent occurrence of the - p flag. Segments are located under / h

or as determined by the - p flag within the file. These segmentsare not in
arepository.

-So <files>

Use<fil es>asalist of one or morefilesthat contain alist of segments
to be checked out of the repository specified by the - Co and - Cd flags.

-t <dev> Use <dev> asthe output device (for example, / dev/ r it / 3n).
-T Read and display the tape’ stable of contents.

v Show verbose messages while the tool runs.

-V Display the tool’ s version number.

-W

Suppress all warnings.

Validate but do not actually create atape.

This tool writes one or more segments to an installation medium and packages the segments for

distribution over the network. Makel nstall checks if VerifySeg has been run successfully on each

of the segments and aborts with an error if it has not. The st at us environment variable is set to

- 1 if any errors occur and to 0 if the process is successful. Error messages are written to st dout

as appropriate.
NOTE

Theflags- cd, - Co, -dio,-Dio, -ot, -R, -so, - So, and - T are not currently supported.

NOTE . . _
If no path is specified, / h will be used.
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4.2.2.7 TestInsall

USAGE :
Testlnstall [flags] <segnent_list>

USABLE FLAGS

-h, -H Display this help message.
-C <file> Read command line arguments from the named <f i | e>.
-€ Echo descriptor contents as they are processed. Enabling this flag
thereby enablesthe - f flag.
-f Echo descriptor names as they are processed.
p <path> Use <pat h> as the absolute path to the source directory.
v Show verbose messages while the tool runs.
-V Display the tool’ s version number.
"W Suppress all warnings.

Thistool is used to temporarily install a segment that already resides on disk. It must be run when
no other COE processes are running. The reason for this restriction is that the tool may modify
COE files aready in use with unpredictable results. VerifySeg must have been run before
TestInstall to make sure the segment is valid.

Thistool performs the same operations as the COEInstaler tool except that it does not need to
read the segment from tape (for example, it is aready on disk), and the segment may be in any
arbitrary location. Thistool will establish the required symbolic link under / h to preserve the COE
standard directory structure. The st at us environment variable is set to o if the installation is
successful or to - 1 if the installation is not successful. Error and status messages are written to

st dout asrequired. The TestInstall tool must be run asther oot user because it modifies filesthe
user may not own.

NOTE
If no path is specified, / h will be used.
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4.2.2.8 TestRemove
USAGE

Test Renove [fl ags] <segnane>
Where <segname> is the name of the segment to be removed.
USABLE FLAGS

-h, -H Display this help message.
-C <file> Read command line arguments from the named <f i | e>.
-€ Echo descriptor contents as they are processed--enabling this flag
thereby enablesthe - f flag.
-f Echo descriptor names as they are processed.
p <path> Use <pat h> as the source directory.
v Show verbose messages while the tool runs.
-V Display the tool’ s version number.
"W Suppress all warnings.

Thistool is used to remove a segment that was installed by TestInstall. It must be run when no
other COE processes are running. The reason for thisrestriction is that the tool may modify COE
files aready in use with unpredictable results. Thistool removes the symbolic link under / h if one
exists, but it does not delete the segment from disk. The st at us environment variable is set to 0 if
the removal is successful or to - 1 if the removal is not successful. Error and status messages are
written to st dout as required. The TestRemove tool must be run asther oot user because it
modifies files the user may not own.

NOTE
Thistool is unconditional and should be used with great caution. It will remove a specified

segment even if other installed segments still depend on it.

NOTE
If no path is specified, / h will be used.
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4229 TimeStamp

ISAGE
TimeStanp [fl ags] <segnanme>

USABLE FLAGS

-h, -H Display this help message.
-p <path> Use <pat h> to establish a path for subsequent file names.
-V Display the tool’ s version number.

Thistool puts the current time and date into the VERSI ON segment descriptor. It isintended to
assist the configuration process by allowing the time stamp to be updated just before running
VerifySeg and mkSubmitTar for the deliverable product. The st at us environment variable is set
to - 1 if an error occurs (for example, the VERSI ON segment descriptor is not found) or to o if the
time stamp is successful. TimeStamp should be run asther oot user, athough it is not mandatory.
Thistool requires the user to have write permission to the segment against which the tool was
executed.

NOTE
If no path is specified, / h will be used.
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4.2.2.10 VerifySeg

USAGE .
VerifySeg [flags] <segdir> ...
Where <segdi r > is the home directory of the segment to be verified.

USABLE FLAGS

-h, -H Display this help message.

-C <file> Read command line arguments from the named <f i | e>.
"€ Echo descriptor lines as they are processed.

-f Echo descriptor names as they are processed.

"0 | dentify obsolete usage in the segment.

-p <path> Use <pat h> to establish a path for subsequent file names.
"R <file> Use responses listed in <f i | e> to answer questions.

-S <name> Only validate the descriptor <nanes>.

-t Print atable of required/optional descriptors.

v Show verbose messages while the tool runs.

-V Display the tool’ s version number.

"W Suppress all warnings.

- X <name> Display syntax for the descriptor <nane>.

Thistool is used to validate that a segment conformsto the rules for defining a segment. It uses
information in the SegbDescr i p subdirectory and must be run whenever the segment is modified.
Thistool must be run for each segment. If the segment is an aggregate segment, it must be run on
each segment in the aggregate. The status environment variable is set to - 1 if any errors occur or
to o if the validation is successful. Error and status messages are written to st dout as required.
VerifySeg should be run asther oot user, although it is not mandatory. Thistool requires the user
to have write permission to the segment against which the tool was executed.

NOTE
The - p flag and <SegDbi r > can be specified more than once on the command line.

NOTE
If no path is specified, / h will be used.
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4.2.2.11 VerUpdate

USAGE
Ver Update [fl ags] <segnanme>

USABLE FLAGS

-h, -H Display this help message.

-V Display the tool’ s version number.

-p <path> Use <pat h> to establish a path for subsequent file names.

-1 <version> Use <ver si on> as the version number to insert unconditionally.

-d <digit> Use <di gi t > to increment the digit specified by one in the version

number. For example, the version number <1. 2. 3. 4>.
<di gi t >is 1 for the mgjor release digit

<di gi t > is 2 for the minor release digit

<di gi t > is 3 for the maintenance release digit

<di gi t > is4 for the developer digit

-ip <version> Use <ver si on> asthe patch version number to insert
unconditionally.

-ap Add path version number ‘P1' to the VERSI ONfileif it does not exist
already.

- up Increment the patch version number by oneiif it exists.

This tool updates the segment version number, current time, and current date in the VERSI ON
descriptor. It isintended to assist the configuration process by alowing the version, current time,
and current date to be updated just before running VerifySeg and mkSubmitTar for the deliverable
product. The st at us environment variable is set to o if the version update is successful or to - 1 if
an error occurs (for example, the segment was not found). VerUpdate should be run asther oot
user, athough it is not mandatory. Thistool requires the user to have write permission to the
segment against which the tool was executed.

NOTE
If no path is specified, / h will be used.

NOTE
Command line parameters- i p, - ap, and - up may only be used one at atime.
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4.3 Building Y our Segment

A segment must be built in a disciplined way using instructions contained in files provided with
each segment. These files are contained in a special directory, SegDescr i p, which is the segment
descriptor subdirectory.

This section describes a process to turn an application into a segment so it can be a part of the DI
COE. Asdescribed earlier, a segment is a collection of one or more CSCls most conveniently
managed as a unit.

4.3.1 ldentifying and Creating Required Subdirectories

There are six segment types. Account Group, COTS, Data, Database, Software, and Patch. Each
segment type is assigned its own subdirectory. Precise files depend on the segment type.

The following subdirectories normally are required:

Subdirectory Description

SegDescri p Subdirectory containing segment descriptor files. This directory is aways required for
every segment and contains the installation instructions for the segment. A segment is
not alowed to modify any files directly for resources it does not own; in other words,
asegment cannot modify files or resources outside an assigned directory. The DI
COE tools coordinate the modification of al community files at installation time,
while APIsfor the segment that owns the data are used at runtime. This subdirectory
contains the ingtallation instructions for the segment.

Scripts Subdirectory containing script files. This subdirectory normally will contain scripts
suchas. cshrc,. xsessi on, and .| ogi n. These scripts serve as atemplate for
establishing a runtime environment.

bin Executable programs for the segment. These files can be the result of a compiled
program or as aresult of shell scripts, depending on the type of segment.

data Subdirectory for static dataitems, such as menu items, that are unique to the segment
but that will be the same for all users on all workstations.

Reference Sections 5.0-5.5 of the DIl COE Integration and Runtime Specification for a detailed
explanation of segment directory layout and a description of each SegDescri p file.
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4.3.2  Creating or Modifying Required Segment Descriptor Files

Segment descriptor files are the key to providing seamless and coordinated systems integration
across all segments. Reference Table 1 to determine the descriptor files required for each segment
type. For example, the AcctGrp segment requires Rel easeNot es, Segl nf o, SegNane, and

VERSI ON descriptor filesin the SegDescr i p directory, while the Patch segment requires the

Post | nst al | descriptor in addition to the previoudly listed files. Some segment descriptor
information is provided within the files listed in Table 1.

NOTE: InTablel, Aggr egat e and COE Conp are segment attributes that can be associated

with any type of segment.
Acct
File Grp | COTS | Data | DB | S/\W | Patch
DEINSTALL @) @) @) @) @)
FileAttribs @) @) @) @) @)
Installed | | | | | |
PostInstall @) @) @) o @) R
Prelnstall O O O O O O
PreMakel nst @) @) @) @) @) @)
ReleaseNotes R R R R R R
SegChecksum I I I I I I
Seglinfo R R R R R R
SegName R R R R R R
Validated | | | | | |
VERSION R R R R R R
R - Required O - Optional
| - Created by Integrator or Installation Software
Table 1. Segment Descriptor Files
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Other segment descriptor information is arranged within subsections of the Segl nf o file. Aswith

the descriptor files themselves, some sections of the Segl nf o file are required and others are

optional depending on the type of segment. Table 2 defines the required and optional sections for
each segment type.

Section

Acct
Grp

COTS

Data

@)
s}

Patch

AcctGroup

COEServices

Community

Comm.deinstall

Compat

Conflicts

Data

Database

DCEDescrip

Direct

FilesList

Hardware

Help

Icons

Menus

Network

Permissions

Processes

ReqgrdScripts

Requires

Security

x|lfo|jzfo|jz|lz|]o|jOo|O|m|(m|]O|O |2 |2|]O|O|O|O|O

nj|jo|z|z|Z2|lzlz|jz|lofm|jofjOo|2|m|Z2|O0]J]O]J]O |0 |0 |Z

SharedFile

oO|m|o|m|Oo|Oo|z|m|[m|O|m|O|JO|Z2|2|2|O0]O0O]|]O |0 |O

O

Z|lm|o|z|Zz|lz|Zz|Zz|2|0|lm|]O|lO|Z2|Z2|m|]O|JO]J]O|O|O

O;UOOOOZOOO;UOOOOZOOOOOZg

N

ofm|]0ofz]J]0o|J]O|2|O|lO|Ofm|JO|JO |2 |O|2|O|2]O|0O |0

R - Required

O - Optional

N - Not Applicable

Table 2. Seglnfo Segment Descriptor Sections
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433 Ingalling a Segment
Follow the procedures below to install a segment after it has been created.
Run VerifySeg

The VerifySeg tool must be run during the development phase to ensure segments use segment
descriptor files properly. Run the VerifySeg tool whenever a segment is created or modified.
When VerifySeg isrun to verify a segment, aVval i dat ed fileis created. Thisfileis required to
create the installation media or to use the TestInstall tool on the segment. Reference

Section 4.2.2.11, VerifySeg, for further information about using VerifySeg.

Run Testlnstall

Executing the TestInstall tool is not a mandatory step in the installation process, but it is
recommended. TestInstall smulates an installation of a segment on the developer's workstation
before actual installation. Reference Section 4.2.2.8, TestInstall, for further information about
using TestInstall.

Run Makel nstall

The Makelnstall tool is used to write one or more segments to an installation mediaand to
package the segment(s) for distribution. Makelnstall checks if VerifySeg has been run successfully
on each of the segments and aborts with an error if it has not. Reference Section 4.2.2.6,
Makelnstall, for further information about using Makel nstall.

Run COElnstaller

The COEIngtaller tool installs a segment from tape, disk, or other electronic media. Reference
Section 4.2.1.3, COElnstaller, for further information about using COEInstaller.

4.4 Customizing Your Segment

Most properly designed segments will not require any extensions to the COE, athough the
segments may need to add menu items and icons. Some segments may need to add special
extensions such as sockets. This subsection describes how to add menu items, icons, and special
extensions.
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44.1 AddingMenu Items
Menu Entry Format

The Menu Descriptor in the Segl nf o file is used to specify the name of the segment’s menu file
and the name of the affected segment’s menu file.

The menu bar, pull-down menus, and cascade menus, as well as the menu items they contain, are
built according to the entries in the named menu file. The format of the entriesisin ASCII with
colon-separated fields. The colons are used as delimiters, and spaces are alowed in the fields.
Each line ends in a colon with no extradata. A # symbol in the first column of aline denotes a
comment line. Comment entries may be placed anywhere in the entry and are not processed by the
parser.

Valid keywords are PDVENU, PDVENUEND, | TEM PRVENU, CASCADE, CASCADEEND, APPEND,
APPENDEND, and SEPARATOR. Y ou may use any or all of these keywords. For example, if your
menu does not have separator lines, your Menu Description Entry will not contain a SEPARATOR

keyword.
Each keyword is described in the following paragraphs:

A PDMVENU line contains the following elements:
PDVENU: nane : enable flag : id # :

PDVENU Keyword that indicates the start of a pull-down menu.

name Text used to name the menu. The menu name is displayed on the menu
bar.

enabl e flag Integer value that indicates whether a menu is enabled or disabled. The

enableflagis1 if amenuisenabled or o if it isdisabled. A disabled menu
means that no options under that pull-down menu can be selected.

i d# Optional integer value that provides a unique ID number for the menu.
The PDVENU i d# value must be unique within the menu description file.
An absolute value may be provided. However, thei d# field should be left
empty so that relative numbering is used by default.

With relative numbering, ani d# of R1 (or leaving the field blank) sets the
menu's ID number to 1 plusthei d# of the last menu processed. Ani d# of
R2 setsthe menu's ID number to 2 plusthei d# of the last menu
processed.

The following is an example of a PDMVENU line:
PDVENU: Map Options : 1 : R1 :
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A PDVENUEND line contains the following element:

PDMENUEND:

PDVENUEND Optional keyword that indicates the end of a group of pull-down menu
items. If PDVENUEND is not used to delimit a group of menu items, the
group is presumed to end when the next keyword (other than | TEMor
PRVENU) is encountered.

The following is an example of a PDVENUEND line:

PDMENUEND:

An | TEMline contains the following elements:

| TEM name : conmand : execution type : enable flag : # instances : id# :
check value : security char : autolog flag : print flag : disk flag :

| TEM Keyword that indicates a menu item description line.

name Text used to name the menu item. The item name is displayed in the
pull-down menu.

command Program with space-separated arguments that is launched if the menu item
typeis aprogram. Otherwise, the menu item s called as an application
callback. Because callback functions must be linked into the same
executable as the menu bar, applications cannot use callbacks when adding
items to the system menu bar.

f;gg ution Integer value that indicates how to execute a command, as follows:
1 = executableprogram
2 = void callback function with no parameters (not yet
implemented) _ _
3 = Motif calback function (not yet implemented).

enabl e flag Integer valuethat indicates if amenu itemis enabled or disabled. The
enable flag is1 if amenu itemisenabled or 0 if it is disabled. A disabled
menu item means that the option cannot be selected.

# instances Integer valuethat isused to set the maximum number of times the item
can be executed simultaneously.

i d# Optional integer value that provides a unique ID number for the menu
item. Each | TEM i d# entry must be unique within a PDVENU listing. (I TEM
entries in a PRVENU must be unique within that PRVENU.) Refer to thei d#
description under the PDVENU keyword listing.

38
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check val ue

securit
char Y
aut ol og
flag
print flag
di sk flag

Optional integer value that sets the star and check annotations of a menu
item. The possible values are:

no annotation (default)
visible check mark

check mark, but not visible
visble star

= gtar member, but not visible.

0
1
2
3
4

This element is not yet fully implemented.

Optional character value that is used to determine the lowest security
level under which a menu item can be classified. Valid settings are:

No Classification
Unclassified (default)
Confidential

Secret

Top Secret.

—nocCcz
I

Optional character value, T or F, used to indicate if the command should
be logged automatically. This element is not yet fully implemented.

Optional character value, T or F, used to indicate if the command should
have a print capability. This element is not yet fully implemented.

Optional character value, T or F, used to indicate if the command should
have disk access capahility. This element is not yet fully implemented.

The following is an example of an | TEMIine:

| TEM Net scape :

Netscape.. : 1 : 1: 1: RL: O0: T: F: F: F:

A PRMVENU line contains the following elements:

PRMENU: nane :

PRMENU

nane

enabl e flag

i d#

enable flag : id# :

Keyword that indicates a cascading menu button. It is used to mark where
a cascade menu is to be connected to an upper-level menu.

Text used to name the cascade menu with which to connect. The PRVENU
name is displayed in the pull-down menu.

Integer value that indicates if a cascade menu is enabled or disabled. The
enable flag is 1 if a cascade menu is enabled or o if it is disabled. A
disabled cascade menu means that menu options on the cascade menu
cannot be selected.

Optional integer value that provides a unique ID number for the cascading
menu. Each PRVENU i d# must be unique within a PDVENU listing. Refer to
thei d# entry under the PDVENU keyword listing.

The following is an example of a PRVENU line:
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PRMVENU: Software : 1 : R1 :

A CASCADE line contains the following element:

CASCADE: name :

CASCADE Keyword that indicates the start of a cascade menu. The cascade menu
connects to the PRVENU entry of the same name.

name Text used to name a cascade menu. The name is used to attach a cascade
menu to a cascading button. This name must be the same as the name field
in the PRVENU entry.

The following is an example of a CASCADE line:

CASCADE: Software :

A CASCADEEND line contains the following element:

CASCADEEND:

CASCADEEND Optional keyword that indicates the end of a group of cascade menu
items. If CASCADEEND IS not used to delimit a group of menu items, the
group is presumed to end when the next keyword (other than | TEMor
PRVENU) is encountered.

The following is an example of a CASCADEEND line:
CASCADEEND:

An APPEND line contains the following elements:

APPEND: nane :

APPEND Keyword that indicates the start of a group of itemsto append to an
existing menu. The menu will be created if it does not exist aready. The
group is appended to the PDVENU Or CASCADE entry of the same name.

name Text used to select the menu to which a group of itemsis appended.

The following is an example of an APPEND line:

APPEND: Options :
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An APPENDEND line contains the following element:

APPENDEND:

APPENDEND Optional keyword that indicates the end of a group of menu itemsto be
appended to an existing menu. If APPENDEND is not used to delimit a group
of menu items, the group is presumed to end when the next keyword
(other than | TEMor PRVENU) is encountered.

The following is an example of an APPENDEND line:
APPENDEND:

A SEPARATOR line contains the following element:
SEPARATOR:

SEPARATOR Optional keyword that indicates that a Motif separator widget isto be
placed in amenu at the point where the keyword occurs.

The following is an example of a SEPARATORIinE:
SEPARATOR:

Example of Adding a Menu Item

To add menu items, include the Menus Descriptor in the Segl nf o Segment Descriptor file.
Specify the Menu file you use wish to load and the Menu file you wish to update. The Menu file you
wish to load should be located in the Menus directory of the segment. If your segment nameis
TstSeg, the file would be located in the Tst Seg/ dat a/ Menus directory. The following example
will add the Test Pr ogr ammenu item to the Sof t war e menu under the SysAdm account group
by updating the SA_Def aul t . mai n menu file.

The following file changes must be made to ensure the TSTCOEAskUser _exanpl e program is
executed from the Sof t war e menu, Test Pr ogr amoption:

Tst Seg/ SegDescri p/ Segl nfo entry:

[rl\/E:nus;l/E .
st SeghMenu: SA Defaul t. main

Tst Seg/ dat a/ Menus/ Tst SegMenu entry:

APPEND : Sof t war e
| TEM : Test Program : TSTCOEAskUser exanple:1:1:1:R1
APPENDEND :
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The $SEGVENT keyword must be used in the SegName Segment Descriptor file to specify the name
of the affected segment. In thiscaseit isSyst em Admi ni strati on.

#
ﬁ SegName For the TstSeg segnent

$TYPE: SOFTWARE

$NAME: Test Segnent

$PREFI X: TST o ,

$SEGMENT: Syst em Admi ni stration: SA:/ h/ Acct G ps/ SysAdm

4.4.2  Addinglcons
Icon Entry Format

The Icon Description Entry contains information on all icon-based processes. The entry, or set of
entries, to be used is passed to the CDE. The entry must be available to the CDE at startup as part
of the base set of icons.

Icons are built using the icon section in the Segl nf o file. The entry is a specially formatted icon
description that has colon-separated fields. The colons are used as delimiters, and spaces are
allowed in the fields. Each line ends in a colon with no extra data. A # symbol in the first column
of aline denotes a comment line. Comment entries may be placed anywhere in the file and are not
processed by the parser.

The format of theicon entry is as follows:

ICON file : affected icon file
The affected icon file contains information about both the icon and the executable. The format of
the fileis asfollows:

W ndow Title : lcon Path : Executable Nane : Comments
(where w ndow Ti t | e isthetitle placed in the application window, | con Pat h isthe full path to
the pixmap/xpm image, Execut abl e Name is the name of the executable to be launched by the
menu program, and Corment s is an optional comment line)
An example of an affected icon file is as follows:

Edit Profiles : /h/AcctG ps/SysAdm data/lcons/Prof.ing:EditProfiles : This
is the EditProfiles icon
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Example of Adding an Icon

To add anicon, include the | cons Descriptor in the Segl nf o Segment Descriptor file. Specify the
icon file you wish to load and the icon file you wish to update. The icon file you wish to load
should be located under the Tst Seg/ dat a/ | cons directory, assuming the segment’s directory
nameis Tst Seg. This example will add the Test Pr ogr amicon to the SysAdm account group.
When invoked through the icon, the program TSTCOEAskUser _exanpl e will be executed.

Tst Seg/ SegDescri p/ Segl nfo entry:

[fl cons]
st Segl cons: SA Def aul t

Tst Seg/ dat a/ | cons/ Tst Segl con file:

Tst Segl cons

Test Program : Test Program con: TSTCOEAskUser _exanpl e

The $SEGVENT keyword must be used in the SegName Segment Descriptor file to specify the name
of the affected segment. In thiscaseit isSyst em Admi ni strati on.

SegNane

#
ﬁ SegNane For Test Segnment

$TYPE: SOFTWARE

$NAME: Test Segnent

$PREFI X: TST o ,

$SEGMENT: Syst em Admi ni stration: SA:/ h/ Acct G ps/ SysAdm

44.3 Reserving a Socket

To add a service, include the COESer vi ces Descriptor in the Segl nf o Segment Descriptor file.
Also include the $SERVI CES keyword in the Segl nf o Segment Descriptor file to specify the
service to be added. If the port number requested is already in use under another name, an error
will be generated.

NOTE: Port numbersin the range 2000-2999 are reserved for DIl COE segments.

LCCEServi ces]
# This is nmy service to add

#
$SERVI CES
irc_ser:3001: upd
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444  Displaying a M essage

This subsection shows an example of how to display a message during the PostInstall process.
Five runtime tools can be used to communicate with a user: COEAskUser, COEInstError,
COEMsg, COEPrompt, and COEPromptPasswd. These tools may be used to display information
to the user or to ask the user a question and, based on the result, perform different actions.

In this example, the user is asked questions using the COEAskUser runtime tool, which is
described in Section 4.2.1.1, COEAskUser.

ﬁ!/bin/csh

ﬁ‘ﬁa;{ Install Tst 1.0 1/95
# Routine to perform necessary actions after TstSeg has been

ﬁ | oaded.

COEAskUser -B "RED LAN' "BLUE LAN' "Which LAN WIIl You Be Connecting To"

if ($status == t hen
skUser -YN "On The RED LAN Do You Want Port #667?

# Perform Sone Action Based On Results

exit(0
el se i§ %$status == 0)r t hen
" COEAskUser -YN "On The BLUE LAN Do You Want Port #67?

# Perform Sone Action Based On Results

exit(0)

el se ]
COEMsg "lnvalid Return Status"
exit(-1)

endi f
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Appendix A - Sample Segment L ayout

This appendix shows a layout of a software segment, called TstSeg, which is a basic example of a
segment. In Appendix B, Verifying Segment Syntax and Loading a Segment onto Tape, TstSeg
will pass the checks performed by the VerifySeg COE tool. TstSeg will add the Test Progr am
menu item to the SysAdm account group. When invoked through the menu item, the
TSTCOEAskUser _exanpl e program will be executed.

Refer to Appendix B, Verifying Segment Syntax and Loading a Segment onto Tape, for
instructions on how to validate the Tst Seg segment and load the segment onto tape.

The layout of the sample segment is:

Tst Seq: ) ] )
i . Scripts/ SegDescrip/ bin/ datal

Tst Seg/ Scri Pt S:
A - .cshrc. TST
Tst Seg/ SegDescr i E:

i i DEI NSTALL Rel easeNot es Segl nfo SegName VERSI ON
Tst Seg/ bi n:
i . TSTCOEAskUser _exanpl e

Tst Seg/ dat a:
A - Menus/

Tst Seg/ dat a/ Menus:
i .. Tst SegMenu

NOTE: After the segment has passed VerifySeg, a validated file will be added to the
SegDescr i p directory.

The scri pt s directory contains the following:

.cshrc. TST

iet env TST_HOVE / h/ Tst Seg
ﬁ Add bin to path
set pat h=($path $TST_HOVE/ bi n)

The SegDescr i p directory contains the following:

DEI NSTALL
# 1/ bin/csh

#
ﬁ Dei nstal |l For Tst Seg

NOTE: The presence of the DEI NSTALL descriptor, even if it does not contain any instructions,
alows the segment to be deinstalled.

Eel easeNot es

ﬁ Rel ease Notes For Tst Seg
This is my Test Segnment For Exanpl e Purposes
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gegl nfo
ﬁ Seglnfo File For Tst Seg

$DI SK: 131

[rl\/Bnu M .
st SeghMenu: SA Default. main

Regrd Scripts
[csﬁrc cshPc lFST

bSecurl ty]
NCLASS

gegName

ﬁ SegNane For Test Segnment
$TYPE: SOFTWARE

$NAME: Test Segnent

$PREFI X: TST o .
$SEGMENT: Syst em Admi ni stration: SA:/ h/ Acct G ps/ SysAdm

;st SegMenu

APPEND _: Sof t war e
| TEM :Test Program :TSTCOEAskUser exanple:1:1:1:Rl1
APPENDEND:

;\#/ERSI ON
# Version Number For Tst Seg
.0.0.1 : 05/31/96: 10:08

3
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Appendix B - Verifying Segment Syntax and
L oading a Segment onto Tape

This appendix provides examples of how to convert a segment from the Joint Maritime Command
Information System (JMCIS) format to the DIl COE Integration and Runtime Specification
segment format, verify segment syntax, install a segment temporarily, and load a segment onto an
installation tape. The segment verification and loading process involves the following steps:

STEP1: RuntheVerifySegtool. Run VerifySeg to validate that the segment conforms to
the rules for defining a segment (that is, to verify the segment syntax).

STEP2: Runthe TestInstall tool. Run TestInstall against the sample segment to install the
segment temporarily. This step is optional; if you choose not to run TestInstall,
proceed to STEP 3.

STEP 3. RuntheMakelnstall tool. Run Makelnstall to load the segment onto an
installation tape. After the segment is loaded onto tape, it is ready to be installed
using the segment 1 nst al | er option from the System Administration menu bar.

Subsections B.1-B.3 show how to perform these steps against the TstSeg sample software
segment, which is described in Appendix A, Sample Segment Layourt.

NOTE: Inthe subsections below, the VerifySeg, Testinstall, and Makel nstall tools are being
run against the TstSeg sample segment. The output of each command will vary depending on
the segment being converted. Note the following severity indicators:

(F) indicatesa FATAL ERROR (D) indicatesa DEBUG statement
(W indicatesa WARNING (V) indicatesa VERBOSE statement
(E) indicates an ERROR (O indicates an ECHO statement

NOTE: Inthe following subsections, boldface text indicates information that the user must
input.
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B.1 Running VerifySeg Against the Sample Segment

IR R R R S I I I R R I R O I R R R R R R R R I R I R I R

VerifySeg -p /honme2/ Test Segs Tst Seg
Results of verification (/honme2/ Test Segs/ Tst Seg) : Totals

Errors 0
y?ig!kggfi*********************************************************************
B.2 Running TestInstall Against the Sample Segment

IR R R R I I I I R R R I R I R R I R R R R R R R I R R I R

Testlnstall -p /home2/ Test Segs Tst Seg

IR R R R S I I I R R R I R R R I R R I R R R I R R I R I R

Testlnstall - Version 1.0.0.7

IR R R R S I I I R R I R I R R R R R I R R R R I R R I R I R

The followi ng options have been sel ected:

IR R R R S I I I R R R I R O I R R I R R R R R R I R R R I R

Print warning messages.

R R R R S I I I R R R O I R R I R R R R R R R I R I R

Segnents to be Testlnstalled:

IR R R R I I I I R R I R I R R I R R R R R R R I R R I I R

Segnent: TstSeg Path: /hone2/ Test Segs

*************\/\ARNI NG&************

Testlnstall may nodify COE files already in use. This may cause unpredictable
results if COE processes are already running. Make sure no other COE processes
are runni ng before using Testlnstall.

Do you want to continue with the Testlnstall? (y/n):y
Processi ng Tst Seg
The segnent /hone2/ Test Segs/ Tst Seg al ready uses the DIl COE standard.

Convert Seg is not required.
Successfully ran preprocessor on segment Tst Seg

Do you want to run Prelnstall for Segnent TstSeg? (y/n):y
Calling Prelnstall Script
effective 0 real O

Do you want to run Postlnstall for Segment TstSeg? (y/n):y
effective 0 real 0
Successful Installation of TstSeg

IR R R R I I I R R I S R I R R I R R R I R R R I R R S R
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B.3 Running M akel nstall Against the Sample Segment

khhkkkhhkhkkhhhkkhhhkhkhhkhkhhkhkhhkhkhhkhkhhkhkhhhkhhhkhhhkhhhkhhhkhkhhkhkhhkhkhhkhkhhhkhhhkhhhkhdhhkhkhhkhkkkkkkkx*x

Makel nstall -p /home2/ Test Segs Tst Seg

1 Wite to disk

2 [dev/rm/3m 3 MBytes (HP DAT DT- 30

3 /dev/rm/3m 680 MBytes (HP DAT DT- 30

4 [dev/rm/3m 1360 MBytes (HP DAT DT- 60

5 [/dev/rm/3m 2048 MBytes (HP DAT DT-90

6 /dev/rm/3m 2730 MBytes (HP DAT DT-12

7 [dev/rm/3m 4096 MBytes (HP DAT DT-210

8 /dev/rm/stn 60 MBytes (HP 1/4 inch DC600 Cartrldge)

9 /dev/rm/stn 150 MBytes (HP 1/4 inch DC6150 Cartridge

10 /dev/rnt/stn 250 MBytes (HP 1/4 inch DC6250 Cartridge

11 /dev/rnt/stn 525 MBytes (HP 1/4 inch DC6525 Cartridge

12 /dev/rnt/1m 1225 MBytes (HP 54M Exabyt e)

13 /dev/rnt/1m 2560 MBytes (HP 112M Exa %te)

14 /dev/nrstO 680 MBytes (Sun DAT DT-3

15 /dev/nrstO 1360 MBytes (Sun DAT DT-60

16 /dev/nrstO 2048 MBytes (Sun DAT DT-90

17 /dev/nrstO 2730 MBytes (Sun DAT DT-120

18 /dev/nrstO 4096 MBytes (Sun DAT DT-210

19 /dev/nrstO 60 MBytes (Sun 1/4 inch DC600 Cartrldge)
20 /dev/nrstO 150 MBytes (Sun 1/4 inch DC6150 Cartridge
21 /dev/nrstO 250 MBytes (Sun 1/4 inch DC6250 Cartridge
22 [dev/nrstO 525 MBytes (Sun 1/4 inch DC6525 Cartridge
23 /dev/nrstO 1225 MBytes (Sun 54M Exabyt e)

24 [dev/nrstO 2560 MBytes (Sun 112M Exabyte)

25 [ dev/ nrtape 680 Moytes (SA DAT DT-30

26 /dev/nrtape 1360 Moytes (SG DAT DT-60

27 [ dev/nrtape 2048 Moytes (SG DAT DT-90

28 /dev/ nrtape 2730 Moytes (SG DAT DT-120

29 /dev/nrtape 4096 Moytes (SGE DAT DT-210

30 /dev/rm0.1 1225 Moytes (| BM 54M Exab%te)

31 /dev/rm0.1 2560 Moytes (1 BM 112M Exabyt e)

32 /dev/ nrntOh 680 Moytes (DEC DAT DT- 30

33 /dev/nrntOh 1360 Moytes (DEC DAT DT-60

34 /dev/ nrntOh 2048 Moyt es (DEC DAT DT-90

35 /dev/ nrntOh 2730 Moytes (DEC DAT DT-120

36 /dev/nrntOh 4096 Moytes (DEC DAT DT-210

37 O her

Enter device to use (1, 2, etc) or type 'q" to quit.1

Enter nane of the output file or type 'q" to quit. TstSeg

Processi ng Segnent:

Enter your
Ent er

Test

a seria

nunber for

Enter any desired coment to put
Load of Tst Seg

/ home2/ Test Segs/ Tst Seg . .

nanme for the Tape Header: John Smith
the Tape Header: 1
in the Tape Header

(up to 255 characters):
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Tape Index Attr Type Hardware Class Directory (Segnent Nane - Version)

1 1 (0] S HP U /honme2/ Test Segs/ Tst Se%
Test Segnment - 1.0.0.

Attr : PS - Parent Segment CS - Child Segnent 0 - O her
Type : A - Acct G oup S - Software C - COrs
D - Data o P - Patch ]
Class: U - Unclassified C - Confidential S - Secret T - Top Secret
Nunber of segments to wite to tape: 1
Space required: 0.114 MByte (including Tape Header and Tabl e of Contents)

IR R R R I I I I R R I R I R R I R R R R R R R I R R R

*kkkkkkk*k*x Insert tape #1 *kkkkkk*k*x
Press any key to continue.

0+1 records in.

1+0 records out.

kkhkkhkkkkkkkkk*k DII Install tape COpr| eted kkhkkkkkkkhkkkk%x
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Appendix C - Installing Optional Common Desktop

Environment Products

The Common Desktop Environment (CDE) provides windows, workspaces, controls, menus, and
afront panel to help users organize and manage work. Follow the steps below to install optional

CDE products:
STEP 1.
STEP 2

STEP 3:
STEP 4:

STEPS:

STEP 6:

STEP7:

Login. Loginasroot.

Insert the CD into thedrive. Insert the TriTeal Enterprise Desktop (TED) CD
into the CD drive.

M ount the CD. Mount the CD onto / cdr om

Changeto the cdr omdirectory. Type the following command to change to the
cdr omdirectory:

cd /cdr om[RETURN]

Ensurethat the Xwindow DI SPLAY environment variableis set. Typethe
following command to ensure that the Xwindow DI SPLAY environment variable is
Set:

setenv DI SPLAY uni x: 0. 0[RETURN]

Ensure that Xwindow clients can connect to the display. Type the following
command to ensure that Xwindow clients can connect to the display:

xhost + [your machi ne nane]

Select theitemsto install. Type the following command:
.linstall [RETURN]

The Package Sel ecti ons window appears.

The following check boxes appear in the Package Sel ect i ons window. Select
the items you want to install.

C TED Runtime
TED Development
TED Fax

TED Locales

O O o O

TED Vision
C WInTED.

Next to each of the checkboxes is a push button that can be used to customize the
installation for that particular item.
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For example, when installing the TED runtime item, you can configure it to install
any of the following four items:

C TriTeal Enterprise Desktop
C TED Postscript manuals
C TED help

C TED manual pages.

NOTE: The TriTeal Enterprise Desktop MUST NOT be installed. Thisitem, instead, is
installed with the kernel. If you reinstall thisitem, you will remove the CDE segment.

STEP8: Ingtall the selected items. Select the YES - Edit System Fi | es option after
selecting al theitemsto install. Execute | nst al | from the main screen.

STEP9: Execute post install. Select the Execut e Post | nstal | option fromtheFil e
pull-down menu to execute post install.

STEP 10: Exit the menu. Select the Exi t option fromtheFi | e menu.
STEP 11: Removethe CD. Type the following commands to unmount and remove the CD:
cd / [RETURN]

unount /cdr om[RETURN]
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Appendix D - Security Manager Configuration File

Thefile/ h/ Acct G ps/ SecAdm dat a/ confi g/ secman_def aul t scontains information to set
default values and range restrictions when creating accounts and groups in Security Manager. It
contains fields in the following format:

default_profile_local:<Acct Gp>: <Profil eName>
The default local profile appears in the default profile field of the new user dialog when

creating alocal account. The delivered value is set to Syst em Adni n: SA Def aul t.

defaul t _profil e_gl obal : <Acct G p>: <Prof i | eNane>
The default global profile appears in the default profile field of the new user dialog when

creating a global account. This value must be set by the system administrator after an
appropriate global profile has been defined for the system.

uid_mn_l ocal : <i nteger>

This defines the minimum allowed value for the numeric user ID when creating a local
account. It should never be set below 100. The delivered value is 1500.

ui d_max_| ocal : <i nt eger >

This defines the maximum alowed value for the numeric user 1D when creating alocal
account. The delivered value is 2999.

gid_m n_I| ocal : <i nt eger >

This defines the minimum allowed value for the numeric group ID when creating alocal
group. It should never be set below 100. The delivered value is 1500.

gi d_max_|I ocal : <i nt eger >

This defines the maximum alowed value for the numeric group ID when creating a local
group. The delivered value is 2999.

ui d_m n_gl obal : <i nt eger >

This defines the minimum allowed value for the numeric user ID when creating a global
account. It should never be set below 100. The delivered value is 3000.

ui d_max_gl obal : <i nt eger > _
This defines the maximum alowed value for the numeric user ID when creating a global

account. The delivered value is 9999.

gi d_mi n_gl obal : <i nt eger >

This defines the minimum allowed value for the numeric group ID when creating a global
group. It should never be set below 100. The delivered value is 3000.

gi d_max_gl obal : <i nt eger >

This defines the maximum allowed value for the numeric group ID when creating a global
group. The delivered value is 9999.

ni s_pat h: <UNI X_di rectory_pat h>
This specifies the location of the NIS (Y P) source files. The delivered value is

[usr/etcl/ypl/src.
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nmodi fy_accounts: <"true"|"fal se">
This determines if Security Manager has the capability to modify UNIX accounts and groups.

Security Manager will be able to modify the profile database regardless of the setting. The
value should be set to f al se if another account management tool is being used. The delivered
valueistrue.

The numeric ranges for the user 1D and group ID must be defined but may overlap if necessary. A
range of group 1Ds probably will be reserved in the future for Account Groups and
Context-Based Directories. The minimum values for the numeric ID should not be set below 100
to avoid conflict with other essential UNIX system groups and accounts.

D.1 Character and Field Length Limits

Table 3 shows allowed character sets and numeric range limits for account, group, and profile
input fields are restricted as follows:

Accounts Restrictions

Login Name 8-character maximum length. Non-printable characters, backdashes, colons, and
gpaces are not allowed. Must have at least one character. Must be unique.

Full Name 40-character maximum length. Non-printable characters, backsashes, and colons are
not allowed. Must have at least one character.

Password 10-character maximum length. Must have at least one character.

User Number Must be a positive integer meeting the range restrictions set by the Security Manager
configuration file. Must be unique.

Default Profile The field should be normally completed using the pop-up menu selection. Field length
is the combination of the account group name (20 characters), a separating colon, and
the profile name length (50 characters). Any entered value must be a valid account
group/profile name combination.

Groups

Group Name 8-character maximum length. Non-printable characters, backdashes, colons, and
gpaces are not allowed. Must have at least one character. Must be unique.

Group Number Must be a positive integer meeting the range restrictions set by the Security Manager
configuration file. Group Numbers should be less than 60000 for compatibility
purposes.

Profiles

Profile Name 50-character maximum length. Non-printable characters, backslashes, and colons are
not alowed. Must be unique for the Account Group to which it belongs.

Table 3. Account, Group, and Profile Input Field Restrictions
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Passwords on new accounts are not restricted to the 6-character length and other character
restrictions when being created via Security Manager because it is a privileged application.
Normal users are subject to minimum password requirements when changing their passwords.

The maximum line length in the password file for an entry is 512 characters on a Solaris platform.
The combined login name, full name, user home directory, and shell, in addition to the field
separators, cannot exceed this limit.

D.2 ScopeRestrictions

Accounts and the profiles to which they are assigned must be of the same scope. Local accounts
may not be assigned to global profiles, nor may global accounts be assigned to local profiles.

Local and global account management also is affected by the status of NIS+ on the workstation.
In general, the Security Manager always can modify local accounts and profiles on the
workstation on which it is executed. If executed remotely on a NI S+ server and displayed on a
client workstation, the Security Manager may only modify the global accounts and profiles
administered by the NIS+ server. It may not modify local accounts and profiles on the NIS+
server in this case. Table 4 indicates which databases the Security Manager may access, based on
the workstation type.

L ocal L ocal Global Global
Account Profile Account Profile
Standalone / /
NIS Server / / / /
NIS+ Server / / /
NIS Client / / /
NIS+ Client* / / / /
Remote** /

Table 4. Databases a Security Manager May Access

*  The NIS+ client must be registered as amember of the NI S+ table administration group, otherwise it istreated asa
NIS client.

**  Security Manager is actually executed on the NI S+ server, with the window being displayed on the invoking
workstation's console.

D.3 UNIX System Limitations

On some systems, the number of active groups to which an account has accessis limited to 16.
An account may be listed with membership in greater than 16 groups but will not be recognized as
amember of any group past the sixteenth.
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